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~“The Un1te& Stii)s Air Force Systems Command Aeronautical Systems Division

Con.erence%zy @Maintenance of Air Base Operations in a Chemical Warfare
Environment®™ for the North Atlantic Treaty Organization was held 31
August -"4 September, 1987 at Williamsburg, Virginia -- Hilton National
Conference Center and Fort Eustis.

The purposes of the Conference were:

%2 Foster cooperation among NATO community members on

chemical survivability and maintenance of essential air

base operations while under chemical attack;

< Assess the status of research and development in the

protection of air and ground crews in a chemical
environment; &chy .

R Exchange information among NATO community members on air
base operations and air and ground crew survivability in

a chemical environment. wo ' tY\ \.’?Y‘
C olleckius T roksction, b toke AV Eaugis . O ‘}‘\}CV W Ucéﬁ ﬁ“*'a g
a

The Conference served as an informal forum for sc1en+1f1c and tec nic

exchange and stimulation among the NATO community elements. The conference
format involved four days of presentation and discussions among the invited

participants.

Included herein are the Proceedings Papers, a list of registrants and the

Conference Agenda.
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An Overview of the U.S. Air Force Chemical Warfare Defense Program

Lt Col Lawrence Hagenauer
Chemical Warfare Defense PEM
U.S. Air Force
The Pentagon
SAF/AQPN
Washington, D.C. 20330-5040

The US Air Force Chemical Warfare Defense Program is based on the goals
stated by Secretary of Defense Casper D. Weinberger in his annual report to the
Congress in support of the FY 1988 Defense Budget.

"The objective of the Department of Defense Chemical Warfare and Biological
Defense Program is to prevent the use of chemical and biological agents against
members of the U.S. Armed Forces... We must equip our forces with the best
defensive chemical warfare equipment available to ensure their survival and
effective operation.” :

Reflecting this general statement of objectives, the U.S. Air Force goal can
be stated as follows:

Deter the threat of a chemical weapon attack through the combination of a .
credible retaliatory .apability and an operationally effective defense; if
subjected to a chemical weapon attack provide a survival capability and also
maintain aircraft operations with a minimum of degradation.

The Air Force program can be viewed best by addressing three separate time
periods of capability; first, those systems which provide today's capability,
second, those systems currently in engineering development to be fielded in the
next several years, and third, a development strategy for the future

Current Capability:

"Individual Protection"

U.S. Army battle dress overgarment

M 17 Series mask with rear term replacement by the MCV-21P mask

Chemical protective overboot

U.K. aircrew chemical protective undergarment

Aircrew mask derived from the aircraft smoke mask

A SRR,
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These systems provide a basic survival capability with several cperational
limitations. The battle dress overgarment is not reusable, the chemical
protective overboot is difficult to clean and bulky to wear, and the total

aircrew protective is uncomfortable and has several areas of vision restrictions.

Immediate improvements in this area will result from 7Tielding the MCV-21P mask
and fielding of the U.S. Army green vinyl overshoe to replace the chemical
protective overboot.

"Collective Protection"
- Construction programs to include chemical protection added to
squradron operations buildings and hardened avionics repair
facilities.

- Installation of the survivable collective protection system (SCPS)

The combination of protected construction facilities as well as SCPS for
rest and relief has provided us with a true sustained operational capability.

“Detection and Warning"

M 256 Detection Kit

- M-8 / M-9 Detection Paper
- MBA1l Automatic Detector and Alarm
- Automatic Liquid Agent .Detector (ALAD)
- Chemical Agent Monitor (CAM)
The M 256 Kits and M-8 / M-9 Detection paper have been fielded for some
time, however the M8Al, and ALAD and the CAM are providing the first benefits of
recent efforts to apply improved technology to the needs of detection and
warning. .
“Decontamination”
- Light Weight Decontamination System (LDS)
- M 258 Skin Decontamination Kit
- M 258A1 / M 280 Skin and Equipment
Decontamination systems currently in use do not reflect a great change from
the last several years. The LDS is a hot water contamination removal system and

the M 258 kit is being phased out in favor of the M 258A1 / M 280 system which
contains disposable towlettes saturated with decontaminating agent.
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Development: :

Items in current development will be entering production in the next several
years. These systems will fill voids in our current systems to strengthen our ~
sustained capability and lessor the operational impact of defensive equipment or 3
sortie generation. . 3

"*Individual Protection"

= Aircrew Eye Respiratory Protection, (AERP) Program
- Body Cooling for Ground Crews

The AERP program is intended to provide a better aircrew mask for all Air ;
Force aircraft and crews to increase protection and decrease the burden or
aircrews. We have surveyed many current systems to determine what is avail-*Te
for adoption without requiring further development. Equipment selections w .2 :
made and system integration begun within the next several months. We have also g
begun a new approach to ground crew body cooling employing a "cooling island" to
which personnel can attach during rest cycles. A demonstration of two systems,
one based on Tiquid cooling and the other on cooled air, is planned for next
summer.

"Collective Protection (Transportable Collective Protections)"
- Rigid Wall Shelter hardening programs
- Tent liner kits and contamination control areas (CCA)

Collective protection liners are being added to tactical shelters that are
part of our current bare base development kits. In addition the Air Force is
participating in the U.S. Army development of the TEMPER tent Tiner as well as
developing a transportable CCA for attachment to these tents. The CCA unit being
developed will also he usable as a stand alone shelter for expedient use.
"Detection and Warning"

- Command and Control

- Paint Detector Requirements
- Remote Detector

- Complete System Integration

The Air Force Fixed Site Detection and Warning System will look at the total j
requirements of a warning system. It will include not only the need for early ‘

warning but requirements for dewarning to expedite lowering of the MOPP level
thus decreasing the burden of wearing full protective equipment.




"Decontamination®

Future Air Force efforts will concentrate on application of Freon
decontamination for avionics equipment. We plan to install large size units into
avionics repair facilities for large electronic pods and also participate in a
smaller unit development with the US Army. This smaller unit will be used to
decontaminate avionics units (commonly known as "black boxes") prior to
disassembly and repair.

Air Force future strategy will concentrate on detection and warning systems
and concepts. We will continue to improve individual protective equipment,
complete the aircrew (AERP) system production and install .avionics
decontaminating equipment. However, the greatest payoffs can be made through
improvements in detection and warning. If areas of contamination can be
positively identified, the effort required for sustained operations can be
greatly decreased through contamination avoidance and effective decontamination.
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U.S. NAVY CHEMICAL AND BIOLOGICAL (CB) DEFENSE PROGRAM

Dr. Gloria S. Patton
Program Manager
Naval Sea Systems Command
SEA 05R24
Washington, D.C. 20362-5101

The topics of the Navy's Chemical and Biological (CB) Defense to be dis-
cussed are: CB defense objectives, priorities and goals; CB defense acquisition
strategy; overseas base surveys; and air-related programs.

The Deputy Chiefs of Naval Operations (CNO) for Naval Warfare and Surface
Warfare are the major CNO sponsoring organizations. Requirements and resources
flow from the Fieets through the CNO to the developing agencies. The Naval
Sea Systems Command is the primary lead for Navy-wide advanced and full scale
engineering developments.

Technology Base R&D is managed by the 0ffice of Naval Technology and the
0ffice of Naval Research. Only the Office of Naval Research works through
academic institutions. A1l other development is through the Performing
Activities. The lead laboratory for Chemical and Biological Defense Development
within the Navy is the Naval Surface Weapons Center, Tocated at Dahlgren, .
Virginia.

As with all other Services, the Navy complies with National Policy and
Defense Guidance by requiring that: (1) naval forces be capable of surviving
chemical and biological attacks, and (2) continue to operate in that environ-
ment. To attain those objectives, we first procured off-the-shelf items to
achieve a survival capability. Chemical and biological systems development
is specifically designed to meet shipboard requirements. Achieving sustained
operational capability will require major breakthroughs in technology.

In 1982, the Chief of Naval Operations established the Navy's priorities
for upgrading its chemical defense posture. The first priority for outfitting
and R& is the fleet. Overseas facilities follow.

The Navy's program is established to satisfy those operational objectives
and priorities. The goal of the program is to provide survivability,

operability, and sustainability for forces fighting in contaminated
environments.
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The Navy acquis{tion program strategy is to procure or develop CB defen-
sive equipment and systems necessary to prepare us to survive and continue
operations.

The Navy participates in the Joint Service Agreement signed in 1984. That
agreement designates the U.S. Army as the Lead Service for multi-service
CB research, development and acquisition. If a requirement is Service unique,
such as for shipboard application, or the Army development program cannot
provide for immediate needs, the Navy may pursue other options. Navy options
are: off-the-shelf procurement; develop Navy unique or special application
items; adopt another Service's solution; or use international development. In
cases where the other Service's requirements do not satisfy Navy needs,
particularly for shipboard applications, the basic program is adapted or
modified to meet Navy requirements. Shipboard requirements differ so markedly
from those of other Services that the Navy must conduct its own test and evalua-
tion programs on ail items prior to acceptance.

The U.S. Navy participates in NATO and other international programs.

The Navy has delegates on all NATO chemical defense panels and committees.

THe Navy also participates in multi-lateral agreements. Recent examples of
international development adopted for the Navy are: the Mark III Protective
Suit, adopted in 1984 as the U.S. Navy standard; the AR-5 Aircrew Mask,
following intense test and evaluation, being procured for use by Marine Corps
helicopter pilots. It is antici,ated that, upon completion of shipboard test
and evaluation, the Chemical Aéent Monitor will be procured for Navy shipboard
and shore base use.

The Navy acquisition program is focused in the following six major areas:
CB defense architecture; individual and collective protection; CB agent detec-
tion; contamination control, materials and techniques; and training equipment.

The CB Defense architecture task provides a reference data base, design

criteria, and the basis for a quick look at Technology Base candidates for
advanced development.

Some examples of equipment evaluated under the individual and collective
protection are: The United Kingdom's Mark III Suit and the MCU-2/P Mask. The
MCU-2/P Mask effort is a joint Navy/Air Force development.
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The prototype Collective Protection System (CPS) is installed aboard the
U.S.S. Belleau Wood. This basic shipboard CPS design is being incorporated into
the new guided missile destroyer class ship design. We are also developing
CPS for ships that will not have full time systems.

The Navy is procuring Survivable Collective Protection Systems (SCPS) for
overseas bases. A Navy prototype was tested at the Naval Air Station,
Sigonella, Sicily in 1987. The first units will be procured in FY 88.

Qur efforts in detection include: The Chemical Agent Point Detection
System (CAPDS), a bulkhead sensor that detects nerve agent vapors; and an
enhanced version, that detects nerve and blister vapors and aerosols and is
due for Fleet introduction witiin the next five years. Fleet introduction of
the Chemical Agent Monitor (CAM) is planned for FY 89. In addition,.the Navy
is participating in the evaluation of the Advanced Chemical Agent Detector and
Alarm (ACADA) with the Army. The Chemical Warfare Directional Detector (CWDD)
introduced into the fleet in 1983, is employed for detecting chemical agents
at a distence.

Contamination control problems on Navy ships are similar to those on
airfields. Once contaminated with liquid agent, we must decontaminate.
Although the Navy, in its operating environment, has no shortage of water for
decontamination, salt water poses its own problems as a corrosive. Currently,
we plan to use contamination avoidance procedures and decontaminate only what
is required for continued operations. The Navy is looking for a non-corrosive
decontaminant for use with water washdown systems and a multi-use decontaminant
to replace high test hypochlorite for shipboard use.

The next area, training equipment development, .includes simulants and
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delivery devices to énhance shipboard and shore based training reality and
effectiveness.

The CNO identified overseas bases as having a critical need for CB
defensive equipment. Surveys were required to evaluate current capabilities
and identify material and training needs. The Fleets established the priority
for base surveys. Seventeen sites have been surveyed. Seven of those sites
were air bases. Overseas naval airbases are designed for antisubmarine warfare
and fleet support operations.

The approach to the surveys was based on these assumptions: that NATO
standard contamination levels would occur; and that defense guidance for mission
sustainability would be met. The survey team visited the bases and documented
Navy-defined operational concepts and priority missions and functions. The

missions and functions were examined to determine the following: susceptibility

and vulnerability to chemical and biological attack; number of personnel requir-

ing protection; required individual and collective protection based on mission
functions; estimated impact of protection on mission accomplishment; decon-
tamination and contamination control requirements; and medical support needs.

The post-survey analyses recommended the réquirements for: detection and
warning devices; chemical and biological defense equipment; stowage; main-
tenance; and training.

There are three major categories of ongoing Navy air-related programs.
Air-capable ships are being analyzed to identify critical air-ship interface
requirements. The contamination control equipment and techniques program is
evaluating equipment and decontaminating materials. U.S. Air Force solutions

in CB Defense R&D are an important source for Navy air program efforts.
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In the future, %he Navy CB Defense program will continue its efforts to
develop improved chemical and biological warfare defense equipment and
procedures for sustained mission effectiveness. Continued close coordination
and cooperation between the Fleet representatives and the development community
will assure more responsiveness to user needs. However, much r¢mains to be
done to meet the Defense Guidance requirement for sustained operations in a
chemical and biological contaminated environment.

In conclusion, I would like to re-emphasize my major point: meeting the

Navy's objectives requires major breakthroughs in technology.
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U.S. AIR FORCE AIR BASE OPERABILITY (AB0) OVERVIEMW

Colonel Edwin L. Stanford, Director
Air Base Operability System Management Office

Air Base Operability (ABO) is an integrated systems approach to sustaining
operations before, during and after attacks directed against Air Force
installations. The five major elements within ABO are defend, survive, recover,
generate, and support.

"Defend" includes those air-and ground defense actions necessary to counter
hostile threats to our air bases, such as interceptor aircraft, surface-to-air
missiles, and air base ground defense forces.

'‘Survive" takes in those actions that protect personnel, equipment and critical
facilities. Examples include revetments, NBC hardening, and camouflage, g
concealment and deception. 3

"Recovery” deals with the rapid damage assessment and restoration of critical
operations. Representative tasks include runaway repair, restoring utilities,
clearing unexploded ordnance, and medical operations.

“Generate" deals with the launch and recovery of aircraft, such as the support
of integrated combat turns and aircraft battle damage repair.

"Support" provides the personnel and resources needed to sustain the other ABQ
elements, including additive forces, War Readiness Material (WRM),
communications, and transportation.




Department of Defense Instruction 4245.13
Design and Acquisition of
Nuclear, Biological and Chemical (NBC)
Contamination-Survivable Systems
Gerard M. Miknis, Major, USAF
Special Assistant for Chemical Matters
Office of the Assistant to-the Secretary
of Defense (Atomic Energy)
INTRCDUCTION
The purpose of this paper is to provide the reader with a
brief overview of a recently published Department of Defense
Instruction (DoDI) entitled, "Design and Acquisition of
Nuclear, Biological, and Chemical (NBC) Contamination-
Survivable Systems," (DoDI 4245.13), dated June 15, 1987. It
will cover the purpose of the instruction, along with its scope
and applicability.
Before covering the specific features of DoDI 4245.13, it
is appropriate to review quickly some of the key concepts that

contribute to the overall subject of NBC survivability. There

are four basic concepts:

0 NBC contamination survivability, the concept which
requires a system to withstand an NBC contaminated environment,
including decontamination, without losing its ability to
accomplish the mission;

o Decontaminability, which is comprised of several
subelements. One involves the agent resistance of the
materials used in the system. Decontaminability can likewise
be facilitated by the design of the system to both enhance the
ability of exposed surfaces to resist agent accumulation and to

provide ready accessibility for decontamination operations.
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Lastly, contamination control techniques, such as the use of
over pressure, packaging, protective covers, and contamination
avoidance all contribiute to decontaminability;

o Hardness is the inherent characteristic in the material
of construction that makes a system resistant to damage by
agents or decontaminants; and

o Compatibility, an NBC survivability concept which
addresses the system interface with personnel wearing
protective ensembles as well as other potential system-to

system interfaces.

PURPOSE, SCOPE AND.APPLICABILfTY

DeDI 4245.13 is intended to provide general management and
documentation requirements for the survivability of systems
designed and acquired to perform mission éssential functions in
an NBC contaminated environment. It supplements existing
acquisition directives such as DoD Directive (DoDD) 5000.1,
"Major System Acquisition,'" DoDD 5000.2, *"Major System
Acquisition Procedures,'" DoDD 5000.3, "Test and Evaluation,"
and DoDI 4245.4, "Acquisition of Nuclear Survivable Systems."
DoDD 5000.1 and DoDI 5000.2 are currently under revision in
order to reflect changes in the acquisition process brought
about by the DoD Reorganization Act which established the
position of the Under Secretary of Defense for Acquisition
(USD(A)). The revised versions of these documents should be

available very soon.
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The instruction applies to the O0ffice of the Secretary of
Defense (0SD), the Military Departments (Army, Navy, Air Force,
and Marine Corps), the Orgamization of the Joint Chiefs of
Staff (0JCS), and the Defense Agencies.

This instruction is intended to be used in conjunction
with DoDI 4245.4. It calls for consideration of the effects of
residual nuclear contamination as well as chemical/biological
agents and decontaminants on the system under design. DoDI
4245,13 applies to all programs, systems, and subsystems
designated as major system acquisition programs as defined in
DoDD 5000.1, as well as any other program reviewed periodically
by the Under Secretary of Defense for Acquisition under
exceptional management procedures. Execution of the
requirements of this instruction for nonmajor systems is the

responsibility of -the Services.

POLICY

It is DoD policy that NBC contamination survivability
shall be included in the design and acquisition of systems that
must perform mission essential functions in an NBC environment.
This includes conventional forces, nonstrategic nuclear forces,
strategic nuclear forces, special operations forces, and
supporting command, control, communication, and intelligence

systems.
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RESPONSIBILITIES

DoDI 4245.13 levies specific responsibilities on the DoD
components; .The Under Secretary of Defense for Acquisition,
threough his cognizant Deputy Under Secretary or Assistant
Secretary, and in coordination with the Assistant to the
Secretary of Defense (Atomic Energy) (ATSD(AE)) may request an
informal review of NBC contamination survivability on any major
system at any time. The USD(A) may also elect to review the
NBC contamination survivabiilty of supporting systems that must
operate jointly in NBC environments.

The Office of the Assistant to the Secretary of Defense
{Atomic Energy) (OATSD{AE)) acts as the office of primary
responsibility for DoDI 4245.13 by virtue of the charter in
another DoD Directive, 5148.2, which addresses the
responsibilities of the ATSD (AE). The ATSD(AE) is solely
responsible for advising the Defense Acquisition Board (DAB) on
the adequacy of NBC contamination survivability programs.

The Deputy Under Secretary of Defense (Test and
Evaluation) (DUSD (T§E)) shall confirm that NBC contamination
survivability objectives are met during acquisition test and
evaluation. The Director of Operational Test and Evaluation
{DOT&E) shall evaluate the operational effectiveness and
suitability of NBC contamination survivability measures against

defined operational requirements.
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The bulk of the responsibilities for carrying out this
instruction fall upon the DoD components. These
reéponsibilities include:

0 Assessing NBC contamination survivability and
identifying vulnerabilities and associated risks for systems
with NBC contamination survivability requirements;

o Presenting to the DAB at Milestone 1 the cost and
operational trade-offs of achieving NBC contamination
survivability;

o Ensuring that nonmajor mission essential systems are
scrutinized closely for potential impacts on mission essential
functions;

o Developing and employing procedures similar to those
contained in DoDI 4245.13 to ensure that nonmajor mission-
essential systems exhibit appropriate NBC contamination-
survivability.

o Advising the USD(A) at each milestone review if‘another
major or nonmajor system has become a critical survivability
limitation in the operation of the major system under
development. For instance, it would be inconsistent to design
an advanced tactical fighter to meet NBC contamination
survivability criteria without designinz comparable NBC
contamination survivability requirements into the supporting
aircraft generation equipment; and

0 Developing NBC contamination survivability criteria and

standards to submit Lo the USD(A) for review. This last
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responsibility will no doubt generate considerable discussion
among DoD components. Should the criteria result in
conflicting requirements, they will be referred to the

OATSD(AE) or, if necessary, the DAB for resolution.

PROCEDURES

How is the goal of achieving NBC contamination
survivability to be attained? There are a varietv of
procedures that can be followed to ensure that NBC
contamination survivability is given proper attention in the
design and acquisition of weapons and support systems.\ Some of
the procedures are rather obvious from the start and others
will be fine tuned as the development aﬁd acquisition process
proceeds and DoDI 4245.13 matures. NBC contamination
survivability is not really a new concern to those who have
worked in this area before. Nuclear survivability has been
addressed in DoDI 4245.2 since 1983. Chemical contamination
survivability, while formalized by DoDI 4245.13, has not been
ignored by the chemical community. In 1985, the Army's
Chemical Research, Development and Engineering Center published
an NBC survivability handbook. The Air Force lhas also
sponsored work in putting together an extensive data base on
the resistance of materials to chemicals and chemical agents.
The Defense Logistics Agency has recently contracted with
Battelle Columbus to set up and operate a full service Chemical
Warfare/Chemical Biological Defense Information Analysis Center

that can help address many NBC survivability questions.
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However, the lever to cause the defense community as a whole to
address the critical issue has been absent. In 1983, the ATSD
(AE) addressed the subject in a letter to DoD components. The
contents of that guidance were for the most part ignored.

The procedures established in DoDI 4245.13 to ensure that
NBC contamination survivabilty is addressed in major and
nonmajor systems are as follows: |

o Emphasis will be placed on embloying a proper
combination of cost-effective survivabilty techniques, not just
NBC contamination survivability of individual force elements.
Within these combinations of techniques are included materials
and coatings that resist or minimize absorption of NBC
contamination and/or facilitate rapid decontamination; designs
that resist accumulation of NBC contaminants on eXxposed
surfaces and/or that are readily accessible for
decontamination; and devices and procedures that reduce
personnel/system contamination hazards by lowering NBC
contamination levels and/or preventing the spread of NBC
contamination;

o Emphasis will also be placed on recognizing the
systems!' contribution to the success of a much larger wartime
function. Such functions often require a combination of

different major systems and other elements to operate together
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to ensure function or mission completion. Program managers
should attempt to balance the survivability of the system under
development with all systems that must function to accomplish
the mission;

o NBC contamination survivability requirements are to oe
defined using system performance and enviroamental criteria and
design specifications that are insensitive to minor changes in
threat environment. Agreement on the definition of these
criteria and specifications may not be an easy task. Within
the nuclear community, the Defense Nuclear Agency arbitrates
such disagreements. Nevertheless, Service disagreements on
nuclear survivability issues are not always arbitrated to the
complete satisfaction of all concerned. There is no "Defense
Chemical Agency;

o NBC contamination survivability will be validated and
confirmed through a combination of realistic testing,
simulation testing, and analysis such as curreantly available to
DoD components at the Army's Dugway Proving Ground in Utah.

o Services will establish procedures for survivability
reassessments Jduring the systems' life cycle. As a minimimum,
survivability should be reassessed in conjunction with major
modifications, changes in mission, or changes in threat;

0 Acquisition strategies shall accommodate an NBC
contamination-survivability maintenance and surveillance
program to support the operational phase of life-cycle NBC

survivability; and
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o The DAB process shall include a careful examination of
the systems' NBC contamination survivability and the potential
impact of each system on larger wartime functions.

To ensure that NBC contamination survivability
requirements are addressed during the design and acquisition of

weapon systems, specific documentation will be required.

INFORMATION REQUIREMENTS

DoDI 4245.13 specifies that the Justification for Major
System New Start, the System Concept Paper, and the Decision
Coordinating Paper, as defined in DoDI 5000.2, shall include
NEC contamination survivability management level summaries and
resource allocation summaries. It further ¢€alls for plans to
validate and confirm NBC contamination survivability, to
include specification of adequate resources for test and
evaluation. These resources are to be documented for major and
designated weapon systems in the Test and Evaluation Master
Plan as outlined in DoDD 5000.3. 1In addition, each DoD
component shall include an NBC contamination survivability
status summary as a part of the scheduled test and evaluation
briefing given 15 days before a DAB meeting according to the
Milestone Review Process specified in DoDI 5000.2 and DoDD

5000.3.
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IMPLEMENTATION PLAN
DoDI 4245.13, as of the date of publication, applies to

all major systems with NBZ contamination survivability
requirements that have not entered into demonstration and
validation phase (Milestone I). For those systems that have
passed Milestone I but not Milestone II as of June 15, 1987,
each DoD component will implement DoDI 4245.13 and report to
the USD(Aj within 12 months on major acquisitions and
modification programs for DAB Teviewsed major systems with NBC
contamination survivability requirements. DoD components will
also conduct a oné time assessment of all DAB reviewed major
systems having NBC contamination survivability requirements
which have had a Milestone II review but have not had a
Milestone III review as of June 15, 1987. The results of this
one time review will be submitted to the USD(A) by December 15,
1987. Finally, each DoD component is expected to forward a

copy of their implementing documents for DoDI 4245.13 to the

USD(A) by Septmber 15, 1987.

THE LONG FIRST STEP

The publication of DoDI 4245.13 represents a long awaited
and difficult first step in trying to improve this country's
warfighting capability. The mere publication of the
instruction does not guarantee achievement of NBC contamination
survivability. Much work remains. With NBC contamination

survivability as the goal that sits on the horizon, the path
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from this instruction to that goal has to be a stair step
approach. Some steps will undoubtedly be longer than others
while some steps will be highér than others. As the defense
community wrestles with the difficult requirements associated
with implementing DoDI 4245.13, some of those longer or higher
steps may haye to be broken down into more manageable and
better defined objectives. As always, factors such as the
evolving threat, risk assessment, cost effectiveness, schédule,
etc., will weigh into the decisions affecting NBC contamination
survivability.

The longest journey btegins with the first step. That step

has been taken.

32

PRI . Y Pt 4 TN

e d oS chahe -~y

A Hi)

o

propuYy Piatiais &

e BiaTada it i s s e N

X

A b 5% i S, .

e

,Mnm - -’l - -




N B EE EE e e
1

¥
-

ASD
ATSD
DAB
DoDD
DoDI
DOTGE
DUSD
NBC
OATSD

0JCS
0SD
T&E
usn(a)

12

ACRONYMNS
Assistant Secretary of Defense
Assistant to the Secretary of Defense
Defense Acquisition Board
Department of Defense Directive
Department of Defense Instruction
Director of Operational Test and Evaluation
Deputy Under Secretary of Defense
Nuclear, Biological, and Chemical
Office of the Assistant to the Secretary of
Defense
Organization of the Joint Chiefs of Staff
Office of the Secretary of Defense
Test and Evaluation

Under Secretary of Defense for Acquisition
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NBC CONTAMINATION SURVIVABILITY

Dr. William S. Magee, Jr.
NBC Survivability Office
U.S. Army Chemical Research, Development and Engineering Center
Aberdeen Proving Ground, MD 21010-5423

1.0 1Introduction

It is certainly difficult and probably presumptuous to attempt to
do justice to the topic of NBC contamination survivability in a short
paper such as this. The difficulty arises from the complexity of the
issue, and the presumptiveness stems from the wide-scoping nature of the
topic. Moreover, many notions abound on just what is meant by survivability.
What is presented here is just one of many approaches. As the field matures
there will undoubtedly be many evolutionary changes. However, in any case
this serves as an instructive basis upon which modifications may grow.
Although the term survivability is used throughout this paper, keep in
mind that the ultimate goal is to effect sustainability of mission oper-
ations in NBC contaminated environments, not just survivability.

2.0 Overview

Essentially, comprehensive survivability consists of 3 main consider-
ationsr Threat/Challenge/Hazard, Simulation and Hazard Management.

2.1 Threat/Challenge/Hazard

The trifold component, Threat/Challenge/Hazard, defines the problem

to be addressed. Little will be said on the threat other than that potential .

adversaries possess weapon systems which could produce NBC contaminated
environments. The Challenge is a quantitative characterization of these
environments, and the Hazard is a quantitative characterization of the
responses of persomnel and materiel to such conditions. In short, Challenge
is the cause, and Hazard is the resultant effect.

2.2 Simulation
Simulation ranges the spectium from computer modeling to use of
simulants for trialing and training. As such, it enables both practical

exericising of concepts and discerning of parametric sensitivities.

2.3 Hazard Management

Hazard Management encompasses the tools available to commanders
for use in actual contaminated environments., It consists of 2 sub-areas,
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one dealing with all the traditional components of what may be called an
integrated NBC defensive system and the other dealing with features
virtually all other military materiel.

2.3.1 Integrated NBC Defense System
The integrated NBC defensive system is 'visible' to the personnel at
the time of use. One breakdown of the system is based upon the following
functions:
Intelligence: downwind plots, reconnaissance

Medicine: pre-treatment, therapy

Detection: alarm/warning, identification, recomnnaissance,
monitoring

Individual Protection: eye/respiratory, body/appendages

Collective Protection: air purification, ingress/egress

Contamination Control: avoidance/suppression, decontamination,
demolition

Deterrence/Retaliation: wunitary/binary munitions, weapon
systems

Although considerable detail has gone into design and engineering of
items/systems for each of these components, 2 levels of integration have
been less well addressed. The first deals with combining the components
into a truly integrated NBC defensive system. Desirable characteristics
for each have been reasonably well identified and actually achieved. How-
ever, no comprehensive assessment of the advantages/disadvantages of each
in the context of a whole system has been made to allow realistic tradeoffs
for use in actual NBC enviromnments. In short, the approach has been largely
ad hoc and piecemeal. The second level refers to integration of such an
NBC integrated defensive system into the overall military posture. NBC
defense equipment is often added to other materiel as an add-om, not as a
built-in system. Also, the NBC defense equipment is assigned the task
of making the contaminated environment "invisible" so that operations may
proceed in a "business as usual' attitude. Proper integration of both NBC
items and their use into general operations (with some modification un-
doubtedly) wculd ameliorate the impact of many perceived limitations.

2.3.2 NBC Contamintion Survivability

Traditionally everything so far addressed in this paper has been con-
sidered to be NBC Contamination Survivability. Unfortunately, the other
main sub~area of Hazard Management has also been given the same name.
Therefore, it is suggested that the entire topic, including Threat/
Challenge/Hazard, Simulation, and Hazard Management be called Comprehensive
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or Global NBC Contamination Survivability and this sub-area of Hazard
Management be called simply NBC Contamination Survivability. In any case,
that is the approach taken in this paper.

This sub-area of Hazard Management, unlike the other, is "invisible"
to users in contaminated environments. It is an implementation of a philoso-
phy which has been likened to the use of "building codes" in the construction
of architectural structures. Just as plumbing, wiring, structure, etc.,
codes require health, fire, safety, earthquake, etc., principles to be
addressed in the construction of buildings, this issue of NBC Contamination
Survivability requires certain principles to be addressed in the fabrication
of military materiel.

Therefore, the 2 aspects of Hazard Management complement each other:
the Integrated NBC Defensive System deals with NBC materiel and NBC Contami-
nation Survivability deals with all other materiel.

3.0 Elaboration on NBC Contamination Survivability

3.1 Background

On 1 May 1984 the United States Army initiated a formal program on the
sub-area of Hazard Management called NBC Contamination Survivability with
the publication of Army Regulation (AR) 70-71, Nuclear, Biological, and
Chemical Contamination Survivability of Army Materiel. This regulation has
its roots in several international programs, including some early discussions
in NATO Panel VII dating from the late sixties, AR 70-71 requires that NBC

Contamination Survivability be addressed in all programs for mission essential

an 2o

materiel. On 15 June 1987 the United States published Department of Defense
Instruction (DODI) 4245.13, Design and Acquisition of Nuclear, Biological,
and Chemical - (NBC) Contamination Survivable Systems, formally requiring
the Army's sister Services to institute similar programs. This paper is
intended to acquaint the NATO nations with the provisions of AR 70-71 (and
DODI 4245.13) and some of the experiences and difficulties in implementation.
It is not intended as a recipe book. The emphasis is to provide an over-

view together with insights to both positive aspects and difficulties confronted.

3.2 Philosophy

Prior to the adoption of AR 70-71, consideration of NBC survivability
was essentially ad hoc and only loosely coordinated. Requirements documents
for items and systems, although by regulation containing NBC-related state-
ments, were only generally worded. Moreover, the NBC statements were given
low priority within the context of the overall document., The result was
type classification of the items or systems with little concern for NBC
matters. Eventually, when and if systems were tested for NBC vulnerability,
identified deficiencies had to be addressed on an ad hoc basis of retrofit
and/or introduction of new NBC equipment. The consideration in this way
fostered a proliferation of specialized solutionms.
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AR 70-71 addresses the above in several ways. Definitive, quantitative
characteristics for systems are ove-tly stated for incorporation throughout
the life cycle of the systems. The process begins at the earliest stages of
research and development. Perhaps, most importantly, the emphasis is shifted

from evaluation for vulnerability to design for survivability in NBC environments.

3.3 Provisions

AR 70-71 establishes policy and procedures to ensure that the surviva-
bility of selected Army materiel exposed to an NBC environment is considered
from the earliest stage of the acquisition cycle, reasonable mission-related
criteria are used to assess survivability, and these criteria as used in the
research and development phase of materiel development are continued to be
used or refined’ throughout the production and deployment phase. These criteria
cover commercially-procured items, system retrofits, modifications of existing
item specifications and, under appropriate conditions, waivers.,

The regulation applies to mission essential materiel defined to be that
which is necessary to accomplish the primary or secondary functions of the
military unit. )

For the purpose of the regulation, nuclear (N) refers to residual radio-
logical contamination consisting of fallout, rainout and neurton-induced gamma
activity. The initial nuclear effects of air-blast, thermal stress, electro-
magnetic pulse and initial nuclear radiation are addressed by the complementary
AR 70-60. Biological (B) refers to all the general classes of micro-organisms
and toxins that can be used as biological warfate agents. These classes include
bacteria, rickettsia, viruses, fungi and microbial toxins. Chemical
(C) refers to all known chemical warfare agents including blood agents such
as AC, nerve agents such as VX, GB, and thickened GD; and blister agents such
as HD.

NBC Contamination Survivability is defined as the capability of a system
and its crew to continue operation in an NBC-contaminated environment, including
decontamination, without losing the ability to accomplish the assigned mission.
The characteristics of survivability include decontaminability, hardness (to
both decontamination and agents), and compatibility for persoms wearing the
full NBC protective ensemble. Each of these characteristics will be elaborated
on in succeeding sections of this paper.

4.0 NBC Contamination Phenomenology

4.1 NBC Environment

Although herein treated separately, each of the types of contamination
can obviously occur in any combination on future battlefields. Synergistic
effects are suspected, but little sound data exist.

Three broad categories of effects must be considered. One is the anti-
personnel effect of agents, fallout/rainout and induced gamma radiation., The
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second is the degradation to materiel from interaction with the agents,
fallout/rainout, induced gamma radiation and decontamination procedures and
materials. The third is the degradation to performance of individuals owing
to wearing individual protective equipment. An ancillary consideraticu, which
impacts on all the above, is the transfer of contamination from place to place.

4,2 Anti~Personnel Effects

These effects are functions of several characteristics including contami-
nation density (usually expressed in g/m’) drop/particle size distributionms,
nature of the contaminated surface, environmental conditions (i.e. tempera-
ture, wind speed, relative or absolute humidity), time since contamination
occurred, and type of contamination. Physiological responses are functions
of tlie mode of entry to the body, time of exposure, type of contamination,
and flux to the body (usually expressed in amount per unit area per unit
time). ' All these factors become important in ascertaining survivability
and will be referred to when considering decontaminability in detail.

4.3 Degradation of Materiel

Degradation effects, like the anti-personnel effects, are functions
of contamination density, drop/particle size distributions, environmental
factors, time of exposure, flux, and "spread factors." Dose-response curves
play a role but are less well-documented than in the anti-personnel case.
Of particular concern are the results to materials owing to long~term,
non-catastrophic exposures and long-term effects to materials stressed for
a short time by massive contamination and/or decontamination. All these will
be referred to when considering hardness.

4.4 Performance Degradation from Protective Equipment

When wearing a protective ensemble, an individual suffers decrements
to the many ways of being coupled to the enviromment. Oral/aural decrements
degrade communications. Mechanical decrements degrade tactility, sensitivity
for fine work, acceeeibility in reach and flexing, and time to perform tasks.
Material exchange decrements degrade normal body functions such as perspiring,
defecating, urinating, feeding and breathing. Thermal decrements produce
heat stress., Visual decrements degrade many military tasks such as aiming,
target indentification, and operation of equipment. All these will be referred
to when considering compatibility.

5.0 Principles

5.1 Decontaminability

Deconte.inability is the ability of a system to be rapidly decontami-
nated to reduce the hazard to a negligible level for unprotected persons
who operate, maintain, and resupply it. Decontaminability refers to the
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residual hazard to personnel. Many factors need to be specified in order
to formulate a workable scheme for this provision:

e Level of initial contamination

¢ Time the contamination remains on the item

e Exposure conditions

e Decontamination procedure, materials and equipment used
o Time allowed for decontamination

e Level to which item is decontaminated

For the purposes of AR 70-71 the values for these factors were chosen to
provide reasonable assurance that the item is decontaminable. Controversy
surrounds nearly each value chosen owing to 3 concerns. Concern has been
expressed that the initial contamination level does not match threat
assessments, that the decontamination scenario is too stylized to mimic
actual field conditions, and that the negligible risk levels chosen for
the endpoint of decontamination are unreasonable.

Arguments for the values are based, however, on the philosophy that
these are test conditions, not emulations of actual field conditioms. They
are not to be construed as doctrinal conditions for operational consider-
ation in the actual conduct of war.

However, even if such criteria are accepted as test conditions only,
other concerns immediately arise. The initial contamination levels for
exterior contamination are given as area densities (i.e. either number
or mass per unit area). For nuclear fallout and biological spores, other
determinants such as particle sizes, etc., are fairly straightforward
values derived from actual tests or known innate physical properties,

For chemical contamination, droplet sizes (and distributions) are less

well established but extremely important. Decontamination effectiveness
and persistency (as affected by evaporation and sorption into materials)
are strong functions of droplet sizes and distributions. Also, little

data exist on the amount and form of contamination transported to interiors
by actual transfer, condensation, etc. Studies are continuing to establish
such values for use in decontaminability testing.

For negligible risk values, very little human test data are available.
The bulk of the literature consists of qualitative information, animal
test data and acute exposures. Hence, confident values are simply not
available, Also, the values for residual liquid contamination expressed
as amounts per person or per mass of body weight are difficult to relate
back to amounts per unit area of contaminated materiel. Unknown are contact
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hazards associated with materials which contain sorbed agent but no free-
standing liquids. Fluxes from such materials, contact areas and nature of
the contacting skin are difficult to quantify. Cooperative research
efforts are needed to address these issues.

These problems notwithstanding, the question of decontaminability is
being addressed by providing guidance to developers of military materiel
through handbooks. One handbook provides information on designs which ease
the decontamination task by minimizing the chance for free-standing liquid
contamination to exist after decontamination. Another handbook provides

information on agent sorption characteristics of materials of fabricatiom
and coatings.

This guidance on materials is also important for neutron-induced
activity in an item surviving the initial effects of a nuclear detonation.
The item must not be constructed of materials which will have a residual-
induced radioactivity owing to creation of radioisotopes by an initial
fluence of neutrons.

Standardization of tests is of prime importance to allow exchange of
data and partitioning of the huge number of materials to be tested among
the nations. Research efforts are also continuing on fundamental studies
of agent properties which control sorption or transfer from surface to
surface. These efforts have the goal of providing an understanding of the
materials/agent interactions in order to allow selection or development
of the best materials. Also, the development of appropriate simulants
requires this type of knowledge.

5.2 Hardness

Hardness is the capability of withstanding the collateral materiel-
damaging effects of anti-personnel NBC contamiantion and the procedures/
materials required to decontaminate the item. As contrasted to decontamina-
bility which was stated to be concerned with residual hazards to personnel,
hardness concerns damage to materiel.

For AR 70-71 hardness is stated as the capability to suffer no more
than a 5 percent decrement in selected, quantifiable, essential character-
istics over a 30~day period owing to 5 exposures to NBC contaminants, de-
contaminants and decontamination procedures. Unfortunately, the materials/
agent/decontaminant/procedures interactions studies in the past concerned
mainly catastrophic effects. Tests were usually of relatively short duration
and semi-quantitative, at best. The data base on materials for storage of
agents and decontaminants, for example, is small and involves special and
costly materials unsuitable for general use. Also, test.ng usually concerned
a very small number of interaction properties.
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Long-range (i.e., 30-day) tests are just beginning to provide data for
inclusion in the aforementioned materials handbook. However, no clear-cut
set of properties to be tested has been established, nor have truly repre-
sentative test methodologies been establsihed. é

T e

Work is also continuing on a vulnerability model which can determine }
the percentage degradations in the selected, essential characteristics in 3
terms of material, component, sub-component and systems tests. 4

5.3 Compatibility

St R padtd b L

Compatibility is the capability of an item or system to be operated,
maintained and resupplied by personnel wearing the full NBC protective
ensemble in all climatic conditions for which it is designed and for a
period specified in the requirements document. An important facter is that
collective protection equipment (CPE) can be used in lieu of compatibility. :
To do so, however, entertains the risk of crew degradation should contami- 3
nation enter the CPE protected zone and force the crew to don the NBC pro-
tective ensemble.

This compatibility provision forces the design of military materiel
which takes into consideration the combination of equipment and anticipated
NBC protection. This combination permits performance of mission-essential
operations, communications, maintenance, resupply and decontamination over
a 12-hour mission under environmental conditions of areas of intended use
with no more then a specified degradation of crew performance below levels
specified for these tasks accomplished in a non-NBC environment.

83 2 AMALAD T AL LE NS, PARLMIED € 2RI AR RS

The specified decrement, although stringent, was selected to force the
community at large to address this issue from the start in the design of new
military systems and NBC ensembles. )
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6.0 Conclusion
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This paper has presented the concepts of NBC Contamination Survivability
as detailed in AR 70-71 (and DODI 4245.13) within the larger context of
Comprehensgive or Global NBC Contamination Survivability.

Now that the characteristics of NBC survivability have been detailed
and certain concerns aired, it is perhaps prudent to consider some general
aspects. As those of us in the NBC community step forward in the surviva-
bility field, we ghould heed a criticism made about an allied field of
endeavor, the practice of medicine. A paraphrase of this criticism is that
the trouble with medical practitioners is their preoccupation with illness
rather than health. As we in NBC survivability proceed with filling the
data gaps and performing the necessary testing, let us not fall back into
defining vulnerability and ad hoc cures to several decimal points, but let
us emphasize prevention of difficulties and maintenance of survivability as
our standards.
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Given infinite money and time, the problems can be solved or, at least,
minimized. However, resources are limited. Therefore, trade-off evalua-
tions will most assuredly have to be made. We must establish rational
principles to determine cost effective, balanced surviability.
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Operational Analysis - An Overview

Dr. John T. Bartlett
CDE Porton Down, UK

If we are able to maintain airborne operations in a chemical environment without
overloading some elements of the system, it is essential to carry out some
detailed operational analysis of the various stages involved in generating
effective sorties and to examine the way in which they are likely to be affected
when personnel are compelled to wear protective equipment.

One approach to carrying out such studies is described and it is argued that what
is needed is an interaction between studies and trials so that effort can be
concentrated on filling the most critical data gaps.

It is further argued that the output from such studies should lead to

a) identification of the best drills and procedures for work in a chemical
environmental; b) more effective training for work in that environment; and

c) recommendations on the most cost-effective way of equipping bases to operate
in that environment, as well as to overall appreciation of the impact of chemicai
warfare (CW) on sortie generation rates.
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USAF/RATO Conference *“Maintenance of Air Base Operations
in a Chemical Warfare Environment"

Base Recovery After Attack (BRAAT) Training

Briefing Paper Material
Briefer: LtColonel Horst G. Haeusser

The Soviet/Warsaw Pact forces pose a challenging threat to USAF bases
overseas. As a result, base recovery operations will have to be coordinated
and personnel in various specialties must be able to work together to coaduct
a rapid and effective recovery. The Engineering and Services forces deploying
from the Continential US (CONUS) must know how to operate in accordance with
theater procedures.

The BRAAT Program conducted by Detachment 2 of the Air Force Engineering and
Services Center at Eglin AFB FL provides this needed training. Engineering
and Services, Disaster Preparedness, and Explosive Ordnance Disposal personnel
have the opportunity to train together in a realistic wartime environment.
Functional skill and integrated or common training provide students with
information they need to know to survive and operate effectively when
deployed. Classroom time is kept to a minimum end hands-on training is
stressed in all courses.

Engineering and Services students train on all three approved methods of rapid
runway repair, and practice multicrater repairs using theater-unique equipment
like excavators and concrete saws. Functional training includes topics such
as European utility systems and installation of new aircraft arresting
systems. A command and control course provides officers and senior NCOs the
training needed to effectively assess, analyze, and coordinate recovery
operations. Officer students also practice on-site command and control of
multicrater repairs.

The Disaster Preparedness students learn how to use state-of-the-art
chemical/biological detection equipment and high threat area detection and
warning concepts. They receive training on camouflage, concealment, and
deception techmiques, collective protection, wartime planning and command post
operations. EOD personnel train with EOD-specific equipment, including the
ordnance rapid area clearance (ORACLE) system and participate in damage
assessment team operations.

Two days of field exercises, including both day and night operations provide
realistic, integrated training opportunities unavailable anywhere else in THE
CONUS, During these exercises, students in each functional area not only
practice technical skills they learned during the first days of the training
deployment, but also work together as a team . conduct base recovery
operations.

The BRAAT training program provides our CONUS deploying forces with the
knowledge they need to survive and operate effectively in wartime.
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COMMANDERS' GUIDE FOR OPERATING IN A CHEMICAL ENVIRONMENT

Major Craig A. Reichow
NBC Staff Officer
Air Base Operability System Management Office

A panel of former U.S. Air Force - Europe (USAFE) Wing Commanders and Senior Wing
Staff members prepared a short, 13 - page guide for current commanders and senior
wing/unit level decision makers. This guide provides insight into the problems
of operating in a chemical warfare environment. Specifically, the guide focuses
on those chemical defense-unique aspects of fighting the battle from a central
European main operating base (MOB). Many aspects of the guide can be adapted for
virtually any other situation.

The guide is solution oriented and designed to be a thought stimulator instead of
an all-inclusive guide or checklist. The guide contains section of the threat,
current capabilities, and an extensive section on operational considerations.

The guide urges commanders to exercise longer and more realistically, think of
both chemical and conventional hazards, and look for ways they can work in a
chemical warfare environment.

NOTE: Copies of the "Guide" were available at the conference site for conference
attendees. Distribution of the guide is authorized to US government agencies,
their contractors, and NATO government agencies only. Request for the guide
should be referred to:

AD/YQ

Eglin Air Force Base, FL 32542-5000
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Medical Aspects of Chemical Warfare: Operational Reality

Col. Craig H. LLewellyn, M.D., M.P.H.
Department of Military Medicine
Uniformed Services University of Health Sciences
Department of Defense

The integrated modern battlefield - conventional plus chemical weapons -
poses significant problems for field medical systems, both from the
standpoint of unit survival and the provision of emergency care and
evacuation. This situation is described beginning with the most forward
medical echelon - the individual soldier and combat medic - and moving
retrograde through pre-hospital echelons.

Issues of self-diagnosis and self-treatment with antidote by troops in combat
are discussed as are the problems confronting small unit commanders (platoon
and company), and medical personnel in pre-hospital echelons. Problems in
handling a casualty of various types and degrees of severity, in addition to
the usual spectrum of combat injury and disease, are discussed.

In the context it is clear that research personnel must establish and
maintain a dialogue with the medical and combat arms officers who will have
to use the products of research to accomplish their mission in wartime.
Research which is conducted in ignorance of the operational reality of combat
on the integrated battiefield is unlikely to result in products of
significant utility to the user. Suggestions for initiating and expanding
meaningful communication among research personnel, military medical officers
and operational force commanders are provided.
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THE ROLE OF THE NUCLEAR, BIOLOGICAL. AND CHEMICAL OPERATIONS ;
INTERSERVICE WORKING PARTY (NBCOIWP) ;

MAJ Robert J. Kainz, ScD
U.S. Army Nuclear and
Chemical Agency

ABSTRACT

Meeting the Soviet threat in Europe reguires NATO allies to
conduct operations as a single force. The period of warfare
where national forces maintained their own operational sectors
has passed. The means NATO allies use to reach the desired level
of comgatibility and interoperability among member nations is
through the Military Agency for Standardization (MAS). A vital
link to resolve operational NBC non medical issues between U.S.
Services and the MAS is the NBCOIWP.

Twenty-five times since World War ITI, the working party has met.
Composition of the working party includes all NATO Member Nations
as well as all NATO commands. Emphasis in the working party is
shifting from nuclear to chemical issues. Limited discussions
occur regarding biological defense.

At present, the NBCOIWP administers a total of 22 STANAGs; 15
have been promulgated, 2 are as drafts and 5 have been proposed.
The U.S. is the custodian of 8 of these STANAGs.

NBC operational issues which a Service desires to be addressed by
NATO may be surfaced through the NBCOIWP. Services communicating
through the U.S. Representative or DOD Action Agent have a
direct voice in NATO planning and decisions. Participation in
the working party at the U.S. level is unlimited. This paper
deals with only one aspect of NATO‘s complex organization, the
role of the NBCOIWP.
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INTRODUCTION

The North Atlantic Treaty is the framework for a defensive
alliance designed tc prevent aggression or to repel it should
such occur. It provides the forum for continuous cooperation and
consultation in political, economic and other non-military
fields. The Treaty is of indefinite duration.

The North Atlantic Treaty brought into existence an alliance of
independent countries militarily prepared to maintain the peace,
defend freedom and foster stable worldwide relations. The
Alliance is an association of free states joined together to
preserve their security through mutual guarantees and collective
self-defence. NATO is not a supranational organization. It is a
international in which member states retain their full
sovereignty and independence. The organization provides the
forum in which they consult ard reach decisions on political and
military subjects. On the political side they coordinate their
security policies in accordance with the goals of the North
Atlantic Treaty. On the military side they formulate joint
defence plans, establish the infrastructure needed to enable
their forces to operate; and arrange for joint training programs
and exercises. The forces of NATO countries remain, as a rule,
under national authority.

The Alliance guarantees the security of its members through a
policy based on the two principles of defence and detente; it
does not seek to base its security on military strength alone.
The member countries maintain adequate defence and political
solidarity in order to ensure credible deterrence while at the
same time seek a constructive East-West relationship through
dialogue and mutually advantages cooperation, including effort
to reach agreement on equitable and verifiable arms reductions.
These elements are complementary; dialogue can only be fruitful
if each party is confident of its own security and is prepared to
respect the legitimate interests of others.

NATO DEFENSE POLICY.

The primary role of the Rlliance is to safeguard the security of
member nations by deterring aggression. This means that a
potential aggressor should have no doubt that if he initiates an
attack against one member nation, the other member nations will
come to the threatened member nations’s aid. Therefore, he (the
enemy) will be taking a risk out of all proportion to any
advantage he may hope to gain. 1In the event of aggression, the
role of the Alliance is to re-establish the territorial integrity
of the North Atlantic area. NATO must therefore maintain
suificient forces to preserve a military balance with the Warsaw
Pact and to provide a credible deterrent. NATO’s strategy of
ilexible response adopted in 1967 means that the 2lliance must
have sufficient forces to respond to any level of aggression and
must possess a full sgectrum of forces so that it can counter any
act of aggression with an appropriate response.
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NATO forces are made up of three interlocking elements known as
the NATO Triad. They are:

-conventional forces strong enough to resist and repel a
conventional attack on a limited scale; and to sustain a
conventional defence in the forward areas against large-
scale conventional aggression;

-intermediate- and short-range nuclear forces to enhance
the deterrent and, if necessary, the defensive effort of
NATO’s conventional forces against a conventional attack;
to deter and defend against an attack with nuclear forces
of the same kind; and to provide a linkage to the
strategic nuclear forces of the Alliance with the aim
of convincing an aggressor that any form of attack on
NATO could result in very serious damage to his interests
and of emphasising the dangers implicit in continuing a
conflict or escalating it.

-United States and United Kingdom strategic nuclear
forces which provide the ultimate deterrent.

In the event of the use of non-nuclear unconventional weapons,
the Alliance is firm in its response, that being a rapid and
convincing retaliation to demonstrate the futility cof the pursuit
of that form of battle.

DIVISION OF NATO.

NATO is divided into two sides, a military and a civilian side.
Within the military organization, there are agencies and boards
which address specific areas. The NBCOIWP is chartered under the
MAS and within responsibility of the Army Board. _The NBCOIWP
reports to the Army Board which has charter for all NBC matters
for all Services.

ORGANIZATION AND OPERATIONS OF NBCOIWP

The NBCOIWP is an interservice organization which represents
naval, land, air and, when appropriate by nation, amphibious
forces. All NATO nations are represented as well as all major
land and sea commands. The NBCOIWP exclusively exists to
coordinate NBC operation issues within the Alliance. This also
includes limited technical issues consideration.

This Working Party also recommends through appropriate channels
areas for future consideration at different levels within NATO.
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U.S. ORGANIZATION AND OPERATION WITHIN THE NBCOIWP.

The U.S. participation in the NBCOIWP is through the DOD Action
Agent. U.S. representation includes Points of Contact from Chief
of Naval Qperations, Headquarters, U.S. Marine Corps, U.S. Army
and U.S. Air Force. The points of contact coordinate, staff, and
review Service positions to documents, policies and programs
within each Service as well as participate in U.S. position
discussions to consolidate all Service positions with or without
specific reservations. The DOD Action Agent staffs the
consolidated Service positions within the Joint Staff and
Department of Defense (DOD). Upon approvel of the Joint Staff
and DOD, the consolidated Service position becomes a U.S.
position which the U.S. delegation presents to the NBCOIWP at the
yvearly meeting.

AGREEMENTS UNDER NBCOIWP CONTROL

At present, the NBCOIWP administers a total of 22 STANAGs; 15 are
promulgated, 2 are drafts and 5 are proposed. The U.S. is the
custodian of 8 STANAGs. The U.S. and U.K. are developing a new
section of STANAG 2917 to address decrements as a result of wear
of Individual Protection Equipment (IPE) in an NBC combat
environment. It is anticipated this may result in the
development of two new STANAGs.

The NBCOIWP is responsible for the following Standardization
Agreements (STANAGS): )

No. Title Custodian
2002 Warning Signs for Making of Contami- NL
nated Land Areas, Equipment and Supplies
2047 Emergency Alarm of Hazard or Attack NL
2083 Commanders Guide on Nuclear Radiation Uus
Exposure of Groups
2103 (ATP45) Report of NBC Attacks and DA
Predicting and Warning of Associated
Hazards
2104 Friendly Nuclear Strike Warning us
2111 Target Analysis-Nuclear Weapons Us
2112 Radiological Survey Us
2133 Vulnerability Assessment of Chemical us’

and Biological Hazards
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2150 NATO Standards of Proficiency for NBC GE
Defence

2225 Technical Data for Handling Custodial Us
Nuclear Weapons

2352 NBC Defense Equipment Operational NL
Guidelines

2353 Evaluation of NBC Defense Capabilities FR

2941 Guidelines for Air and Ground Personnel UK

Using Collective Protection Structures
on Permanent Air Force Installations

2957 Systems International (SI) Unit for BE
Combat Dosimetry

2984 Graduated Levels of NBC Threat and UK
Minimum Individual Protection

Drafts.

2917 (AXP-7) Chemical Casualty Assessment NE(S)

2367 (AAP-21) Glossary of NBC Specialist UK
Terminology

Proposals

2378 NBC -Protection Measures for Commodities us
Within Supply Channels

2398 Friendly Chemical Attack Warning Us

2910 (AXP-6) Nuclear Casualty and Damege NS(S)
Assessment

2974 Decontamination -of Personnel and GE
Equipment in an NBC Environment

5624 NBC Requirements for ADH DA

All STANAGs are reviewed at least once every 24 months. Between
yearly meetings several ad hoc meetings occur to discuss
technical information for current or proposed STANAGs.
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FUTURE EFFORTS OF THE NBCOIWP
Future efforts of the NBCOIWP include topics as follows:

1, Total prevention or reduction to insignificant levels
of transfer of NBC contamination into clear, collective
protective protected enclosures and vehicle interiors (entry-
exit-procedures).

2. Decontamination of vessel, vehicle, aircraft or shelter
with or without collective protection.

3. First aid, medical triage, treatment, decontamination
and evacuation of patients exposed to the effects of NBC weapons
or agents or the combined effects of NBC and conventional
weapons.

4. “Administration" of dry pretreatment and treatment
regimens to reduce or eliminate the hazards from exposure to
radiation or CB agents.

5. Employment of collective protective systems - vessels,
vehicles, aircraft and fixed facilities used by combat, combat
support and combat service support operations.

6. Partial and complete decontamination of interior and
exterior surface of vessels, vehicles, aircraft and equipment,
i.e. objectives, priorities and means.

7. Continuous operations in a contaminated environment,
i.e., all training centers examine their various missions in the
possibility of operating in the NBC environment, and determine
whether or not a change in operational procedures may be required
in order to fight in a contaminated environment.

8. Decontamination of non-vehicular material with special
attention to electronic, optical, porous and nondurable
equipment.

9. Doctrine for masking, unmasking and exchange for
contaminated protective uniforms once a detection and warning
system alerts the commander that a CB attack has occurred.

10. Disposition of contaminated stocks, i.e., abandoned,
destroyed, stored or issued in a contaminated condition.

11. Procedures for drinkin%, nourishing, ventilating and
providing for individual bodily functions in a contaminated
environment when a collective protecticn facility or clear area
is not available.
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12. Processin% and identification of samples of
unidentified CB warfare agents to include toxins and of .
unidentified composition of ground radioactivity.

13. Reporting system which simplifies and expedites the
transfer of NBC strike warning, contamination data, post strike
analysis and NBC defence guidance.

. 14. Measures to reduce impact of “he NBC environment on
civilian military cooperation (CIMIC) problems.

15. Policy and doctrine on handling, decontaminating and
transporting contaminated remains.

16. Policy and doctrine on the responsibilities and
procedures for emplacement and maintenance of NBC hazard matters.

17. NBC recce measures at the different command levels.

18. Policy, procedures and equipment for recording exposure
to radiation.

19. Measures to include chemical hardening at the design
stage of new equipment. and vessels.

20. Policy and procedures to give priority to the removal
of chemical contamination.
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BIOGRAPH FOR MAJOR ROBERT J. KAINZ, SCD

Education:

Bachelor of Science, Industrial Technology
Bastern Michigan University 1970

Master of Public Health, Environmental Health
Tulane University 1977

Doctor of Science, Occupational Toxicology
Tulane University 1981

Graduate of Command and General Staff College

Honors

Congressional Fellow 1982-1983
Congressional Advisor 1983-Current
Consultant to Science Advisor Executive Office of
the President 1983-1984
Sc%gggelgéiector Agent Orange Litigation Department of Justice
Advisor National Science Teachers for the High School
Shuttle Prozect Program
Member of Colloguim to UK Parliament
Member Delta Omega Honoxr Society

Service in Vietnam, Germany and CONUS

Twenty~two months command experience in the field, has served at
the laboratory and major command level in R&D.

Been assigned to DA field activity for DCSOPS.

Presently DOD Action Agent NBCOIWP NATO.

Seventeen years service.
Selected for promotion to Lieutentant Colonel

Published over 50 science/policy articles in scientific and
military publications.

Author for legislative findings for the U.S. Congress.

Prepared two Congressional Positions for U.S.

54

)l'-In.\xh I Ahikd ..Illll .I‘I. T A- |I

A i Todd L

PYTPYy

8 248,

'Y PEICE YIh Y L3kaldt)

IRy

-‘..y ,1—. - m- - ..‘ . n"

.




K2 (N G e ay e 0w e w om

AVIONICS DECON FROM USAF/NATO CONFERENCE
CAPTAIN CANDACE TCMLINSON

Chemical Defense Divsion
Life Support System Program Office

The requirement we are working to meet for the Avionics
Decontamination program is to develop a system that will decontaminate
avionics without degrading any of their operational capabilities or
service life. Operationally, decontamination of avionics equipment will
allow:

a) Avionics equipment to enter a collectively-protected
maintenance facility for repair or calibration. HQ USAFE has several
hardened, collectively~protected maintenance facilities and is currently
constructing more.

b) Reduction of MOPP gear worn by personnel in
noncollectively-protected maintenance facilities because the liquid hazard
from avionics equipment shall be removed.

c) Safe transport of avionics equipment to uncontaminated bases
and depots.

I would like to provide you with a little background on the program
and how the interest/reguirement for avionics decontamination evolved.
USAFE has constructed several hardened, collectively-protected avionics
maintenance facilities in the past and is in the process of constructing
more. In order to utilize the full capabilities of these hardened
facilities, there must be an effective, efficient decontamination
method/system to allow the avionics equipment that enters the facility to
be decontaminated. Also, the Axrmy had been interested in developing a
non-aqueous decon system to help alleviate the logistics difficulties
caused by an aqueous-based decon system and to allow decon of items that
could not be deconned with an aqueous-~based decon methoa. The Air Force
and the Army became aware of a Freon 113-based system that was used for
nuclear decon in the nuclear industry. The Army (CRDEC) then procured one
of the freon nuclear decon units and had it modifieéd to provide for
chem/bio decon capabilities also. They conducted live agent testing on
the unit. The testing was successful, and the Army decided to pursue the
development of a militarized version of this unit.

Our current Avionics Decontamination program consists of two
"sub~programs": the glovebox system (XM~19) and the chamber system. The
XM-19 is a joint program with the Army (Army lead). The XM-19 is designed
to decon “"normal-size" avionics or typical black boxes that are removed
from aircraft. The Army has a Proof-of-Principle/Full Scale Development
contract for the XM-19 design, fabrication, and test. The chamber system
is designed to decon large, outsize avionics equipment such as ECM pods
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etc. The program is just entering Full Scale Development. This is a
joint program with HQ USAFE with HQ USAFE acting as the program manager
and ASD providing technical/consulting advice.

The XM-19 is a Freon 113-based system. The Freon 113 acts as a
removal medium for the live agents when it is sprayed (as a liquid) on the
equipment. The f£reon is then collected, and through a distillation and
neutralization process, the live agent is removed and neutralized and the
freon is recycled for reuse. The XM-19 must be compatible with a
detection system to allow decon verification before the avionics equipment
is removed from the X¥M~19 into a TSA. The XM-19 must also be compatible
with avionics/electronics maintenance facilities where it will be
installed.

The chamber system uses the same technology as the glovebox system
and will have a similar subsystem. The main difference is that the large
chamber is reguired to accomodate the large avionics equipment, and the

operator life support sytem is required for personnel who will be imnside
the chamber performing the decon actions.

The XM-19 has completed the design phase and is in pxrototype
fabrication. Additional live agent testing is underway at Dugway Proving

Grounds. DT/OT is scheduled for Mar - Dec 88 with FUE/IOC scheduled for
3rd gtr FY91.

As previously mentioned, the chamber system program is a joint effort
with USAFE. We plan to get the USAFE effort started and have a follow-on
effort for PACAF/MAC units after their operational requirements and
concepts have been finalized. The contract start-of-work for the USAFE
prototyve contract is expected in Oct 87.
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JS ARMY DECONTAMINATION PROGRAM - AN OVERVIEW
DR. James A. Baker

The Army has very recently completed a Master Planning Process in the
Decon program. As a result of that plan the program has been restructured
from top to bottom. This paper discusses that plan and the resulting program.

The process was divided into two Phases. The Army's requirements only
were addressed first in Phase I. The results of that study are complete and
the process of incorporating Joint Service needs into those results has begun.
The entire process begins with a User's meeting. AL that meeting the actual
users of decontamination hardware were asked for their requirements for decon-
tamination. They were asked to answer a series of questions and provide their
insights, unconstrained by their perceptions of what the development community
could provide. This User's meeting was attended by Captain and Major level
officers from the US Army Training and Doctrine Command Headquarters and

twelve of the individual service schools.

At the meeting the representatives were divided into three working
groups: Combat, Combat Support and Combat Service Support depending on the
particular mission responsiblity of the Branch they represented. In theses
working groups the officers were asked to consider a set of three scenarios
representing different CW situations that might be faced by a representative
unit, and then to describe the decontamination requirements dictated by that
particular scenario. Of particular importance to Air Force or air base
operations are the answers and opinions obtained from the Combat Service

Support Group.

Representatives were asked to 1ist the materials or surfaces they felt
required decontamination. This produced a rather comprehensive 1ist of sur-
faces. More important than the specific items on the 1ist is the fact that
the 1ist is Tong and comprehensive. At one point nearly anything present on
the battiefield will require decontamination. WNext the users were asked to
summarize their discussions by naming the important characteristics of the
required decontamination systems and of the required decontaminants. This
produced two lists: Minimal Acceptable Characteristics and Optimal Char-
acteristics. Again, for present purposes, the importance of these lists is
not the specifics of what is on the 1ist, but the extent of the issues

addressed.

There were no real surprises in either of these lists; as expected they
called for what fundamentaly would be magic. There is a gradation in evi-
dence, however, in several cases. For example, "Effective against all
persistent agents" was given as required; "Effective against all agents" is
desired. These criteria were then used to evaluate the potential of a series
of different methods of doing decontamination. The users, using threat infor-
mation and battlefield situations provided, and a 1ist of surfaces requiring
decontamination that they generated, produced a 1ist of Decon Needs.

Those criteria were then recast into a set of 35 measurable performance
characteristics. Those 35 characteristics were then assigned, with the help
of the Chemical School, relative worth values representing how important the
satisfaction of that criterion was to the Combat, Combat Support, and Combat
Service Support Units. Next a 1ist of the technologies to be evaluated using
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these measureable performance criteria was prepared. This list included
nearly every method of decontamination ever proposed.

A technology review sheet for each technology to be evaluated was then
created. On that sheet all 35 criteria were given, with 4 levels of satis-
faction of each criterion, representing the levels of "Desired Performance",
"Good Performance", "Minimally Acceptable Performance”, and "Fails to Meet
Requirements". In some cases these levels were subjective in nature. For
example, in some cases only the levels "Demonstrated", "Probable", "Possible"
and "Not Possible" corresponding to the desired, good, minimal, and failure
levels were given. In other cases it was possible to quantify the reguire-
ments. For example, Storage stability; indefinite was desired, 10 years was
good, 5 years was minimal, and 1 year or less a failure.

Twenty-five judges were chosen from CRDEC; Battelle Columbus
Laboratories; and the staffs of two CRDEC University Technical Centers,
University of Florida and University of Pittsburg. Not all judges were asked
to rate all technologies, however. Judges were asked to evaluate technologies
within their specific areas of expertise.

Following the return of the evaluations by the judges, the point value
for the level of satisfaction of each criterion was multiplied by the relative
worth of that criterion for each of the three units, and the "scores"
totaled. Technologies were considered singly and two at a time. This was
done since in some combinations it was possible that a failure for one tech-
nology against one criterion could be "covered" by the companion technology
allowing somewhat, for synergism. The statistical staff of the Ballistics
Research Laboratory at Aberdeen and the CREDEC Studies and Analysis Office
analyzed the results. They looked for bias of the judges and for un-
explainable trends in the scores. Results indicated that generally the judges

were vary objective.

Not surprisingly it was concluded that no single technology would solve
all problems. Trends in the top ranking technologies were found, however and
a program has been developed based on those trends which will go a long way to
satisfy the users' needs. That program is step-wise and suggests fielding
interim solutions, for each type of decontamination, which can be improved
through more research and development.

One type of decontamination is decontamination done by the individual
soldier himself, without any help. He's all on his own, and he does this kind
of decontamination to limit the spread of the contamination and to limit
problems later. In current Army doctrine this is termed "Basic Soldier
Skills" decontamination. The next type of decontamination is the decon-
tamination that a small unit does for itself. 1In this type of decontamination
larger pieces of equipment common to the whole unit are decontaminated" in
order that the unit can continue its mission. It is also hoped that, by
decontaminating some now, the time required for the remainder of the contami-
nation to disappear naturally, will be reduced; so that the protective posture
can be reduced sooner. The name for this type of decontamination in current
doctrine is "Hasty " decontamination.

Finally, at some point it may be necessary to clean up completely. At

this point the contaminated unit seeks the help of specialists who are trained
to do a thorough and exhaustive decontamination, the Chemical company. When
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this process is done the MOPP level can be reduced substantially with minimum
risk. The name for this type of decontamination in current doctrine is

"Deliberate" decontamination.

Regardless of the names attached, however, the basic objectives and
operational limitations of these basic types of decontamination remain and are
common to operations on an integrated battlefield. The program proposed for

these types of decontamination is:

1. The development of a sorbent decontamination system for use by the
individual soldier. Sorbents are easy to use, broad spectrum decontaminants
for liquid agents and offer advantages if the problems of off-gassing and
Timited capacity can be solved. The interim solution sorbent will offer
sorption of all the liquid chemical agents and subsequent destruction of
some. The improved sorbent will offer catalytic destruction, thereby intro-

ducing the potential for reuse capability.

2. The development of a coating system for use by the individual unit.
Aa coating system can be developed which offers higher levels of decontami-
nation efficacy than the current standards, for equal or only slightly
greater logistic costs. The interim coating will be applied after
contamination and will then be removed, by any of a number of mechanisms,
taking the contamination with it. The far term capability in this area will
be a more permanent coating incorporating catalytic chemistry which will
destroy liquid chemical agents deposited on it.

3. For use by the Chemical Company to perform complete clean-up oper-
ations, the development of an emulsion based decontaminant. This
decontaminant will replace our current standards DS2 and STB with a less
corrosive catalytic material that can be easily mixed in the field. The first
capability, represented by the Multipurpose Chemical/Biological Decontaminant,
will decontaminate all agents, some catalytically, some stcichiometrically,
and some via physical removal. The improvement to that system planned will

incorporate totally catalytic chemistry.

The steps in the implementation of the Master Plan, then, are ‘these:
Start work on a sorbent, pick from one of the known coating systems, and
continue ongoing work on emulsions. Finally, expand to Joint Service needs.
Progress has been made in that area as well. The Joint Service Users' Meeting
was held in May, and copies of the report of the discussions at that meeting
have been mailed to meeting participants, and others, for comments. Develop-
ment of a strategy for integrating the earlier Army effort with the new Joint
Service requirements has begun. Publication of the Plan is scheduled for next

Spring.

That concludes the major points from the plan for the early stages of
development. The Plan also includes continued development of the Non-Aqueous
Decontamination System and the Improved Sanator System, subjects which will be
discussed in other presentations. CRDEC alsc intends to recommend fielding
the German C8 emulsion decontaminant, which will not be discussed here. This
material, based upon the German work, will be used at the Equipment Decon-
tamination Stations instead of DS2 and STB until such time as the
microemulsion system is fully fielded there.
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A FOIPARLE COMNTAMINIAION NONITORING UNIT | lg

. |

[ ) . 4

- by Mz3. Gen. (Ret.) Pierre G. RICAUD

Membexr of the French Defense Science Boaxd

Contamination control reguests preliminary identification of contomi- _:
nated arees of ground, azircrafts, vehicles and equipments, and subsequent
testing of the efficiency of decontamination operstions. It is particularly
important for the -4ir Forces whose very corrosion-sensitive materiel dem:zndsl%
sof% decontamination processes, needing for this reason very carefully and :
precise monitoring. oo

For tuis purpose, Centre d'Ztudes du Bouchei and PROENGIN Co dé\’réldig-"j
jointly a Portable Coniamination Momitoring Unit (4F2C), detecting verors y
of nerve agents as orgonorhosphcrous compounds and of mustards as sulfiuveous |
compounds. The developpers chose flame photometry for this monitoring becouse
of its peculizxr advantafes tested from meny yeaxrs in chemical alerm detectio
with the French local detector DETATAC (1). These zdvantages are

- a great sensitivity - I

2 quick response time
- g very short hysteresis

an insensitiviiy to atmospheric humidity and fo most interfering

substances

~ 2 good cgeing as well during storage as in operation

The analysis is based on srpectrzl lines emitted +;ith the maxinmm light

intencity, in 2 reducing environment due to an excess of hydrogen. by—-:ad.i:c:.‘l.l

POE - - i.e. 525 nanometers ﬂ;
5, 394 I

DESCKIPTION OF THE HONITOR (Fig.1) -

AP2C is mede up of:
- a circulator sucking air in
- 2 burner in which the sucked air feeds an hydrogen flome

(1) anufactured by GIAT
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- an ophticzl system with filters selecting spectral lines at
useful wavelength
- a photosensor sensitive to the selected spectrzi lines
-~ zn amplifier of the thotosensor signals
~- zn electronic data processing of amplified signals
- & displaey indicating velues of the two types of toxics
-~ zn hydrogen supply device
- & reducing valve tnd a flow regulztor
- zn electzic supply
- & contrel knob
uiotor (Fig.2) is specizlly desismed for & constent rotation speed
of 'E:he impeller, incenendently of the ccndenszfion from the twwer, or ice.,

forming ot low tempersture.

=l

he hydrocen purnsr is niniaturized, reducing hydrozen need o 1.8 liter/houx.

Tne sucked externcl zir is shared in two streams : one, inside- the central
tube of the burner in the direction of the optical a::is, mixes with hydrogen
to feed the flame. The other pzrt flows peripherall y ..nd sweeps the durnt
zses froo the optical systen window, avoiding its corrosion znd steam
cendensziion. .

2 high tension spexrk plug influmes the mived gases ¢ the sperk is

%0 HO-rod:cel (wavelength310 nm).

.“

The oviicel system Jjncludes 2 roisiing disk (Fig.3) with 5 interferential
f£lllers : in order to avoid interferences from compounds eveniually emitting
at & wevelength close to the toxic, but with 2 wider ‘spectrTum, a second filter
iz zssociated to each of the itwo filters centexred on the spectral line of the
toxic. The wavelengtis of these secondary- filters zre some nm apaxt from the
nain ones, corresnonding to the bottom of PO'W and S2 spectral lines. The
ignals from these radicals are the differences belween the main tnd the
secondaxry signels. The fifth filter is en U.V. one for detecting tiie burmer
quench,

An optical encoder sends 2 sisnel each time a filter is centered on
the beam.

From each side of the otating disk, fixed lenses respectively

collimante snd foczlise the vezn.

The hydrogen suoply. Hydrogen is adsorbed on lanthanium-nickel alloy, at low

prassure (ztmosphsre pressure at 15°C,~15 bars, the meximum pressure,at 75° c).
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The alloy £ills up a removable gtainless steel container, located in the
AP2C handle, and ejected for replacement and refilling by actusting the
on~-off bution (Fig.4). At lov temperature, a resistor inside the handle
heats the cylinder to get an hydrogen flow. 4 valve reduces the pressure
dovn to 200 millibars, then a regulator restricts the flow-rate to 1.8
liter/minute, A sensor in the reducing valve checks the upstream hydrogen
pressure znd controls electrical heating of the storage alloy.

So the hydrogen flow is regulated =t Iz ¢ along the whole range of

operating temperatures.

The display (Fig.5) gives information about :
- the apperatus state (hydrogen and power supply, circuwlaior and heater

state...)
- the toxic concentration
The two concentrations are simultaneously disnlayed in ~icrozrams [/

HEd

cubic netver of P or S, either in the digits or bvexrsraphs. A zouné signsl,

with a frecuency proportionzl to the toxic conceniration, mey be received

in en earphone, connectable through an external plug (F'g.S).

3

lectric supnly

— e et —

The AF2C is powered, under € V, by two lithium-chloxride oatieries. It moy

be connecied, through a second :lug, to & 24 V exierncl susply.

PZRTORMANCES -

1 mg/m’ %total paospnorus i.e. 5 }uy&é G3 or CD
10 }1g/m3 3VX
25 y@/;; total sulphur i.e. 125_)4g/m BD

lsss than 1 sec. for 1 }qy&ﬁ paocsphorus

Tlirafast return to nominal sensitivity, sven after detection of high
concentration of low volatil toxics : less than 1 minute after checking of
2 vehicle higﬁly contaminzted by GD (10 mg/ma), AR2C can detect 10 J;g/mB of
GD: This fast return is pernmitted by absence of any barrier for toxic from
outside to the hydrogen fleame, and by the heating of the sucking tube by the

flame,
These cheracteristics (sensitivity, response time and non-hysteresis)

allow to scan a2 contaminzted area displacing AF2C at a speed of 1 fdat/second.
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Insexizrencas
. G Ry GED s .

Tozr fow compounds intexfer, if they do not cortain P or §. Fluced in

L‘
79k

snoxe of = f£ire burning 20 o> 30 meiexs away, AF2C gives no false indications

with fires of wood, painting, netrol or drain oil, Tyre fires give response

irong obscuisnt smoxes, only the white one gives 2 f{alse resrense due €0

hexzcniorethane.

(0]

tetrol c» diesel vapors do net intexrfar,

Tenicles exhaust zzses,

¥e zeszonse it eshyl alcchol,

-aa X
~

e chlorinated preducts (nimely the decontzminants) do not interfex,

Teesurenents =iy vegin 10 secends afier sizriing (1 minute 2% no—mal

D)

£ replzcing the hydrogen crylindex and 3 =mimuies 2t cold fecgermaiurs

~2C°G, due To the need of puxging the hydwogen circuii, The replacement of the

S 2amA JamnlS 3 Jormiammdem e
criinder itsell is imsizntanecus.)

-

Yo chznmes of charzclaxistics and no maintenance or recalibrziicn =z

iong. tize of use or siorzzge.

m

2520 is unsensitive Yo aimospheric humidily, and, even if its nose is

- . )

irmexrsed, it canmov suck in liquids beczuse of the smzil depressure (

ations - 1C°C + 5C°C
For storzge = 40°C + 75°C

1 7
[o]
H
(¢]
174}
[+]
t

12 hours non stop weriing, even &t low temperaiures witich neéd =omcxe

fox neziing ithe hydr-ogen storzge device,

S:ze_znd weizht (approx.)

13.5 x 5.5 x 4.5 inches -~ 5 pounds

Tower

o, flame thotoneiry eppears as an efficient way for monitoring CW agenis,:

s
and 2TZC a vyronising apraratus for this purnose,
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NBC SANATOR - NEW DEVELOPMENTS

STEVEN R. HARLACKER
U.S. ARMY CHEMICAL RESEARCH, DEVELOPMENT AND ENGINEERING CENTER
ABERDEEN PROVING GROUND, MARYLAND 21010-5423

I. INTRODUCTION

The NBC Sanator is an apparatus used to generate and deliver hot
water or steam used for Nuclear, Biological, and Chemical (NBC)
decontamination operations or for personnel showers. The item is
lightweight and portable, and can pump water from any source. The
system is powered by a 7.3 horsepower, two-cycle gasoline engine.
The system's burner can accomodate any of a wide variety of fuels
ranging from diesel fuel to gasoline and jet fuel. The original NBC
Sanator was designed and manufactured in Norway. Major components
of the system inciude a 1500 gallon, rubberized fabric, collapsible
water tank, the water pumping and heating unit, and an accessory kit
which contains hoses, spray wands, and shower hardware.

II. REQUIREMENTS FOR A LIGHTWEIGHT DECONTAMINATION SYSTEM

The Army's requirements for the Lightweight Decontamination
System (LDS) specify that the system must:

1) Possess three components at most, each of a weight no more
than 400 pounds,

2) Pump water from 30 feet away horizontally and 9 feet
vertically, ’

3) Possess a personnel shecwer capability for 10 individuals,
4) Possess two, easily maneuverable wash wands,

5) Possess the capability to inject detergents,

6) Be operable in hot and basic climates,

7) Be safe and operable by personnel in NBC protective
ensemble,

8) Be capable of set up in less than 30 minutes,

9) Possess a reliability of 150 hours mean time between
failures.
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III. EARLY TESTS OF THE NBC SANATOR

The Chemical Research, Development and Engineering Center
(CRDEC) along with the 82nd Airborne Division and the U.S. Army
Foreign Science and Technology Center (FSTC), conducted preliminary
tests of the original Norwegian NBC Sanator beginning in 1878 and
found that the syvstem had the ability to provide hot water or steam
on the integrated battlefield for "hasty" decontamination at the
battalion level.

In accordance with current U.S. Army doctrine contained in Army
Field Manual FM 3-5, NBC Decontamination, "hasty" decontamination is
done to remove gross contamination to help accelerate the natural
weathering process. "Hasty" decontamination is not meant to be
complete, but it will allow for a reduction in protective posture
sooner than would be possibkle 1f just natural weathering was to
occur. Up to this point, the Army lacked the ability to perform
"hasty" decontamination at the battalion level in light divisions.

After these initial tests of the original Norwegian-built item,
a U.S. manufacturer, Engineered Air Systems, Inc. (EASI) of st.
Louis, Missouri, acgquired an exclusive license from the Norwegian
inventor to manufacture the system and began to build the item in
the U.S. This U.S. system was then formally tested by the Army and
the 2ir Force. Through these tests it was noticed that the system
had field deficiencies, namely cold weather operability, potential
safety problems, and lower than desired reliability. The Air Force,
who, along with the Army, had an urgent reguirement for a LDS,
adopted it and designated it the A/E32U-8 decontaminating apparatus.

Because of its urgent need for a LDS, the Army followed suit and
also adopted the system on a limited basis in 1984 and procured a
small quantity of items. Beginning in 1986, the item was fielded to
select Army units in Germany, Korea ané the U.S. to satisiy this
urgent requirement.

IV. IMPROVEMENTS TO THE A/E32U-8

The A/E32U-8's reliability, cold weather operability, and safety
were not fully satisfactorvy for the Armyv. Several system
improvements were needed before the Army was willing to fully adopt
it. Sc, beginning last vear, with guidance from the Army in noting
the problem areas, EASI made changes to enhance the system's
performance. The changes include:

1) A reloczted, redesigned, more automated control panel which
provides for better and easier operator visibility and
control;

2) Different hose couplings, which are similar to those of the
M12Al decontaminating apparatus, which allow easier
connection during winter operations;

3) Trigger-actuated, "car wash" style spray wands to provide
better cperator control and to conserve water;
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4) Redesigned burner fuel control and water flow systems which
allow for more automated operation;

5) Aand, a fuel can bracket which locates the engine fuel
farther away from the engine.

This modified version NBC Sanator became known as the XM17E1l.

V. TESTING OF THE XM17El

Once the design changes were made, EASI manufactured, and CRDEC
acquired several systems for test. The items were then tested at an
Operational Test (OT) with the 82nd Airborne Division at Ft. Bragg,
North Carolina during August and September, 1986, and at Development
Test (DT) at the Tropic Test Center in Panama and at Dugway Proving
Ground, Utah from November 1985 through April 1987.

All test activities found that this version was much improved,
that earlier problems were alleviated, and that the Army's
requirements for a LDS were fully satisfied. 1In May 1987, with
these test results, the Army type classified this improved version
NBC Sanator as standard, renaming it as the M17 Decontaminating
Apparatus.

VI. PROCUREMENT AND FIFLDING.OF THE M17

With the system type classified as standard, actions to procure
the item for fielding are underway. In September 1987, the initial,
production contract for the first 1000 systems is scheduled to be
awarded on a noncompetitive basis to the U.S. licensee. Delivery of
production items is scheduled to begin in late 1988. The Marine
Corps is. also procuring systems through the Army.

Fielding to Army units is scheduled to begin in 1990 and is
planned to be complete by 1995.

Preceding and concurrent with the operational and devalopment
tests, negotiations were also being conducted between the U.S.
Government, the Norwegian inventor, Karl Hoie, and the sole U.S.
licensee, EASI to acquire the technical data to allow the U.S.
Government to competitively procure the system. In July of this
vear, negotiations were completed and an agreement was reached. As
a result of the agreement, competitive procurement of the system
will be possible after the initial procurement, at which time the
U.S. Government will acquire the technical data for the system.
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VII. FUTURE PLANS

At present, CRDEC is evaluating a new, 3000-gallon, self-
supporting, rubberized-fabric water tank, known as the "Onion Tank,"
to determine if it is an acceptable replacement for the current
1500-gallon M17 water tank. The "Onion Tank" was developed by the
U.S. Army Belvoir Research, Development and Engineering Center and .
was recently type classified by the Army. The "Onion Tank" will be
fielded with water purification vnits. Inclusion of the "Onion
Tank" into the M17 Sanator's configuration would be a step toward
standardizing water tanks within the Army.

Aside from evaluating the "Onion Tank," CRDEC will also be
conducting a study to determine the feasibility of retrofitting the
old A/E32U-8 systems to upgrade to the M17 configuration.

Additionally, beginning next year, CRDEC plans to investigate
the feasibility of replacing the current two-cycle gasoline engine
with a diesel engine. A diesel engine-powered system is preferred
in order to reduce the logistical burden associated with the
resupply of two-cycle oil, and to make the system comply with recent
Army guidance specifying use of diesel or JP-8 only in all engines
by the year 2000.

Finally, in fiscal year 1989, CRDEC plans to begin competitive
procurement of the remsining Army requirements, using the technical
data obtained by the license agreement.
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“he Chem.cs’ Wa:‘a.e/ em.ca.-B*olog-cal Defensa Cnformaticn Analysis

Centar, ;efe::ad <9 as CB;AC, was establisted by the Departmext oI

- -

tefense as a fccal -o4ﬂb -or .n:o*ma ien and a“a-vs s cn 211 asrecIs .

of czemical agents and matiars ;ertaining TS t:em. The IAC is

cgeratad v Battel -3 Vemcr'al Institute cn a ccn::ac~ tircuch tte
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Defensa icgistics Agency's Delense alecton.cs Suzely Ce“b in Sayson,

CE. Cuxr ZIAC is cre of several serving the Derartzent cf telanse under

a prsgram that criginatad in 1245. All of the IAC's ara similar i
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the susject matitar thev covar. Zack canter
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creratisn, =ut var
collects, Teviaws, analvzes, 2poraises, summarizas, and sicres
internaticnally available infcrmation on & their cwn ;artic;la: sthiect
areas. The ccllecticns, which are ccm;ute:izeé, are ex;é:ﬁei e 2
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otker geverm=ent agencies, U.S. Goverument conitrackors and granteases,
and the privata sactsr ts the extent practicabis witkcut impalring Ihs
sexvices t3 ScD ané consistent with sacurity or other limiltaticns cn
Talease of cat

The basic missicn cf the IAC is to collect, azpraise and distzibula
informaticn én chemical research. The tyses of service availazle Ircz

the IAC, whick invelve ways tae basic information is dissemizacad,

include:
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Atstracts ané Indexaes - Anncuncements in the fcrm 22 akstracts

aud indexes cZ ,e:tinent reccr‘s and oubl t;-rs “in “He ~“em:ca_"“'

rena. The acstracts would include a summary c2 the repors bein

abstracted and an analysis of the work, such as any iimitations

encountered in the testing, etc.

Technical In 'i:ies - Authoritative advice in resgpense to-
Taechnical questicns posed by the user. We place a great smphasis
on the "analysis" aspects of the center. The autiacritative
advice comes as a result of proven performance and estanlished
exgertise in tne field. It is supported by the infcrmation

gathered and evaluatad £rom the entire chemical ccmaunizy.

3ibliographic Inquiries - References to the latest and mest
relevant authorifative reports covering the user's iaguizy. Th
IAC will scan.the available information to separate those repert
dealing directly with your question from those that are only

ceripherzlly inveolved, allowing vou to make the mcst efficient

use of your tizme and efforts.

Reference Works - Useful and authoritative information appl ic ble
£o cn-going werk through design, preparation, and maintenance of
handbocks ‘and cdata books. We will generatas at. least one handkbcex

in the next tihree years.

a“e-of-the-A. Reports - Summaries of the status of
technologies that are pertinent to current research, development,
test and evaluation (RDT&éI decision making with useZulness
extending from the bench level to all levels of management. TwO

such reports will be generaied each year of ‘the contract
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ritical Reviaws and Technclcgy Assessments - The latest

- oty

sciantific or angiheering informaction in the acst useful formacs

on subiects ¢ significant intarest to the delanse ROTEE

These reviews and assessments may srecvide cemparative

analyses ¢ <echnologies based upon technical, naticnal, and/cx

communlicy.

geograchic considerations.

Current Awaresness - NewsletZars and reviews Tc X2ep the Cantax's

users aprraised of the latest and most significant tachnolegical
develcrment within the chemical arena. This will also be tz
ATE i o q‘q’- e a

a
ias and =3Zcxts A3 Lne

Zorum usad LT announce new capakriliit
IAC itsels,

v informaticn

¢
-
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Special Tasks/Studies ~ Detailed prcblem sclu

which is narrow in scope. These tasks ares usuvally beyond the

rather sizple scope of the akcove services in that they recuire

>e specific %32

significant expenditures of time and lakor which

the usexr's recuirements, and thersfore, reguire direct funding v
the usex. These tasks may.range from simple studies to plainin

=y

and conducting international conferences. The scope of work fo-

the special tasks and studies must be within the scope of th

TAC, and the rasulits of the study, whether it ze a report cr
l

other tyrze of prcduct, must also be available for use by the ZIAC.

There ars several differences between the IAC and a technical lib ary.

FTirst, the IAC prcduces specialized products, such as State-of-tlhe-Ar<

Repcrts and Zandbeoks. Perhaps most importantly, the IAC will handle

nd data directly, whereas a library ncraally handles

information
And finally, the IAC

books and repcris that contain that information.
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has the perscnnel and axgertise =2 apply that Indormaticon dirsctly =
your srcpleams or research areas. The IAC can analvze and

that informaticn to determine what the impact on 7couf appiicatics

il ol
might be.
The IAC basic contract was awarded for three vears, with twe cpticn

vears available at the Government's discretion. The zasic Zundin

-t & s > & N

consists of $500X per vear fcr the "core! functions of gathering
information, answering technical inquiries, and prepa:ing SCAR's ané

Handbcoks. The contracting officer for the IAC is lcocated at

- waa

Defense Ilectronic Supply Center (DESC), Day=cn, $H. The Defense
Technical InZfcramation Center (DTIC) has administrative oversight cver

-t b - A

all IAC's to ccoxdinate and control the updatas and access o thelr
Defense Reseaxrch On-Line System (DROLS). The Defanse cc~s*;cs
Agency, the parent organization of both DESC and DTIC, is resgensi:

for the basic funding of the IAC. .

The IAC is physically located at CRDEC. The functions of gatiheri:n

- ameet p

evaluating, colla:;ng, and storing lnformatlcn ars pericrmed Tihers v
a dedicated staff., ~rFor the special tasks and studies, the IAC cax
draw on the corpcrate rescurces of Battelle or they may subccntiract

the work. The special tasks will not dilute the informatizn gathering

by diverting the efforts of the dedi cated IAC stazs,

The IAC can distribute its products to industry as well as gcvermxentc.
The special reference works, state-of-the-art reports, etc. are
available for sale to industry, consistent with any other restriciicrs

on the information, such as classification. Obviously, as a new

effort, the IAC has not yet completed any such publications, but this i

- 18
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receives your iu.~d4s and the technical concurrence on your task, a

formal modification v ‘.l be made to the contract to incorporate this

special task.

The basic criteria for tasks that can be accepted by the IAC is that
the task fall within the overall scopa of the IAC contract. That
means that the task must involve the gathering, analysis, or
application of information pertaining to the chemical
warfare/chemical-biological defense mission of the IAC. Each task is
essentially a sole socurce contract, and the basis for the task
assignment is that the unique expertise of the IAC - their familiarity
with the subject area and their accumulated information resources -
will allow *he performance of your task more quickly and efficiently
than any other path available to the Government. The task must
address a specific, defineable problem and involve definitive
deliverables. Level of effort tasks are not appropriate for the IAC.
And the tasks are limited to the acguisition, analysis and application
of information. Testing, fabrication, and procurement are not

appropriate activities for the IAZ.

One of the most important aspects of the IAC is the approach we are
taking to data collection and storage. All IAC's are required by the
regulation governing them to contribute to the input and upkeep of
DTIC's data base system. But we have placed a further requirement on
the CBIAC to create and maintain a user accessible data base dedicated
solely to CBIAC affairs. We envision the data base including
information required for DTIC,.users, and the day to day operation of

the IAC.
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The data base will include abstracts and bibliographic information,
similar to that presently contained in DTIC although there will be
significant differences in the fields available for searching and the
amount of information presented. We are also planning a bulletin
board to announce upcoming meetings, conferences, symposia, etc. and
electronic mail to facilitate communications with the IAC. 1In
addition there will be files pointing to other data base systems
maintained by other organizations which offer informaticn pertinent to
your needs, such as the AAMRL's data base on medical affects and
MRICD's Chemical Agent Retrieval System (CARS). The IAC will maintain
several data bases of numeric and textual information, such és the
AF's materials data base and several data bases that are currently
being developed under special tasks. There services are hoped to be
cffered to you via remote dial-up or MILNET connections. If you do
not have access to either of these, certainly that same information
can be provided ycu by telephone. Thé purpose of such a system is to
offer you as much ;nformation in as easily accessible a manner as
possible. Currently, the user adcgssible data base syétgm is in the

design phase with plans to have a prototype demonstration available

some time in the near future.

Finally, I will leave with you a couple of names for any additional
information. First, Mr. TFran Crimmins is the diregtor of the IAC.
His telephone number is (301) 676-9030. I would suggest that you
normally speak first with Fran about the capabilities of the\IAC,
schedules, etc. As the COTR for the contract, I will by necessity be
involved in the assigning of special studies and tasks to the

contract, and one of my major roles will be assuring that these tasks

79—

ek (MBS FA L R AC s b i

SRR L

La2e <€A




are within the scope of the contract, technically, before formally
recommending tc the contracting officer that the task be assigned to

the contract. Please feel free to call either of us.

You will £ind outside at the sign-in tables some information packages,
including a one page flyer summarizing the IAC's capabilities and the

procedures for getting more information. There are also a few copies

of the IAC's first couple of newsletters. If you want to be included’

on the mailing list for the newsletter, give Fran your address.

Thank you.
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The ASD Chemical Defense Data Base Program

by

Jim J. McNeely, Edward R. Zamejc, Keith J. Johanns,
Paul E. Hinds II, Tim Miller, Fred Meyer,

PREFACE

The USAF Aeronautical Systems Division (ASD), through the Air Force
Wright Aeronautical Laboratories, is currently sponsoring the development of an
automated Chemical Defense Data Base (CDDB). The initial development has been
accomplished by Battelle Columbus Division. Battelle is currently under
contract to advance the development of the data base. The development program
is described below.

INTRODUCTION

Chemical warfare (CW) agents and the attendant decontaminants degrade
aircraft and ground support equipment materials. Degradation may include the
compromise of mechanical, chemical, optical, and electrical properties which
result in an inability of a system to perform an intended function which, in
turn, may lead to mission failure.

In order to address this vulnerability adequately and efficiently,
system developers and design engineers will benefit by having access to a
comprehensive technical database detailing the interaction between materials of
construction and chemical warfare agents, decontaminants and chemical agent
simulants. Armed with this information they can avoid use of materials that
will degrade, choose materials that may degrade but retain desired physical
properties needed in the structure, or treat materials so they do not degrade
in the presence of CW agents or decontaminants. Information in the data base
is described down to the experimental level so that the user is able to make
judgments about the validity of the tests. A standardized confidence rating is
also given for each test described so the user can rely on the reviewer's
estimation of the validity of tests if desired.

OBJECTIVES

The objectives of this program are to collect, organize, and develop an
automated mechanism for handling data describing the effects of chemical
warfare agents, simulants and decontaminants upon materials and systems.

APPROACH

In order to develop a data base which best meets the user's needs, users were
given a voice in determining how the data base was constructed. Representative
aerospace contractors and Government personnel were invited to a workshop in
which a Strawman of the data base was presented. The users then recommended
revisions to the approach that would lead to the development of a data base
that is more useful to them. A prototype of the data base was designed
incorporating users' comments and a second workshop was held in which a
demonstration of the data base was given. Additional user comments were
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obtained during the demonstration and subsequently integrated into the data
base design. The prototype was then released to a selected group of aerospace
contractors and Government facilities. A discussion of the data base features
and operational requirements is provided as follows:

CDDB CONTENT

The data base contains information on literature documents relevant to
the material effects of CW agents, decontaminants, and simulants. The data
base is relational, menu driven, and can be manipulated to search for desired
information on chemicals, materials, components, and degradation effects. Help
screens are available throughout the data base. There are seven major
categories of information in the data base as described below and illustrated
in Figure 1. Most of these tables have layers of information within them.

(1) Bibliographic Tables

(2) Degradation’ Tables

(3) Test Facility Tables

(4) Community Members Tables
(5) Synonym Tables

(6) Chemical Properties Tables
(7) Test Schedule Tables

The Bibliographic Tables contain information about the document being
referenced such as title, authors, performing organization, publication date,
etc. An example is given in Figure 2. Associated with these tables are key
word tables useful in search for specific subject areas or materials. There
are also abstracts of the referenced document available.

The Degradation Tables contain technical information about the specific
experiments performed in the referenced documents. There are four levels to
the degradation tables as illustrated in Figure 3. An overall view or summary
of the effects of chemicals on materials and components is available for the
manager or design engineer. A very detailed description of the test conditions
and test results on numerous physical and mechanical properties is also
available for use by materials engineers or other specialists.

The Test Facility Tables contain information about facilities where
chemical agent testing on materials is being performed.

The Community Members Tables contain organizational information about
people who are involved in the testing of chemical agents and materials. The
telephone numbers of engineers and scientists are provided to they can be
contacted directly for additional information.

The Synonym Tables contain information about synonyms, acronyms, codes
or other names used to describe chemicals, materials, and properties. These

tables help standardize the terminology of the data base and aid in searching.
Examples are given in Figure 4.

The Chemical Properties Tables contain physical property information
about the CW agents and simulants. These tables are useful to identify

specifics of the chemical threat and for general information on the agents and
simulants.
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The Test Schedule Tables contain information about plans for future
experiments to determine the effects of CW agents, decontaminants, and
simulants on materials or components. These tables are useful to avoid
duplication of tests and to aid in deveiopment planning.

HARDWARE/SOFTWARE REQUIREMENTS

An IBM PC, XT, AT or 100% compatible computer equipped with at least
one floppy disk drive and 640K RAM memory is required to access the.data hase.
The data base itself is stored on a 20 megabyte capacity Bernoulli cartridge
which requires a Bernoulli Box (20 megabyte by 20 megabyte) for operation. An
internally fixed disk for the computer would not be allowed unless security

requirements can be met. A color monitor and an IBM compatible printer are
recommended.

In terms of software, a computer operating system much as MS-DOS or PC-
DOS is required. The relational data base management system required for
operation of the CDDB is Microrim's RBase System V. The estimated cost of the
hardware and software is about $7000.

SECURITY REQUIREMENTS

This data base is classified SECREYT/NOFORN and therefore, certain
hardware and facility security requirements must be met. Approval from Defense
Investigative Service (DIS) must be obtained by providing them with a Standard
Practice Procedure Document prior to operating the data base. In general, the
major requirements of DIS can be satisfied by either buying TEMPEST hardware,
fabricating or buying shielded enclosures, employing red and black engineering,
or establishing control space. The most cost effective means is through the
use of control space in which there must be at least 30 meters from the system
to any point of possible undetected interception of data. There must also be a
one meter area around the system in which no pipes, phone lines, or power lines
are present. No communication devices or fixed hard disks are aliowed on the
system. Cartridges and printed information from the database are considered

classified information and must be treated as such according to DoD 5200.1R/AFR
205-1.

DISTRIBUTION OF THE DATA BASE

The CDDB Data Base will be distributed to users by the U.S. Air Force.
Initially, a small group of users are being provided with a prototype of the
data base and will be asked to make recommendations on the format, ease of use,
etc. After the injtial issue has been reviewed and modified as needed the data
base will be made available to other Government facilities and to a select
broader group of major manufacturers and contractors who have a need to know.
Others with a need to know may access the information contained in the data
base through the Chemical/Biological Information Analysis Center (CBIAC)

located in Edgewood, MD. The data base cartridge will come with a User's Guide
describing system operations.

SUMMARY

This program is intended to provide equipment designers with the
information needed to ensure the chemical warfare (CW) survivability of
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aircraft and ground support equipment. The program includes organizing and
disseminating existing information as well as developing a standardized

structure for generating data needed in the future.
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